Abstract-The quantum key distribution protocol uses one degree of freedom of a single quantum system to encode information. If this information has correlations with the system's other degrees of freedom, or if the measurement efficiencies on the receiver side depend on them, a security loophole called side channel is created. An eavesdropper can exploit it to gain information without disturbing the system, and thus, without revealing the attack. Here, we analyze side channels in a free-space QKD sender and receiver implementation and focus especially on the dependencies and side channels for the spatial degree of freedom.
I. INTRODUCTION
Q UANTUM key distribution (QKD) [1] is a provably secure protocol for growing a shared secret key between two parties by exchanging quantum systems. Any eavesdropping attempt will disturb the quantum states, which then can be detected. By measuring these disturbances, one can calculate the maximum information an eavesdropper might have obtained [2] , which consequently can be removed by shrinking the key in a privacy amplification step [3] .
However, real QKD devices typically do not have an ideal quantum system, which satisfies the requirements of theoretical QKD protocols available. For example, in the BB84 protocol [4] , the phase or polarization of photons is used to encode the qubit. However, photons also have additional degrees of freedom, like wavelength and time-position. This can cause a so-called side channel if the qubit degree of freedom becomes correlated to the others [5] . If, for example, photons with different polarization are emitted at different wavelengths, an eavesdropper could gain full information by measuring only the wavelength while leaving the polarization degree of freedom undisturbed. Since QKD relies on such disturbances to reveal eavesdropping attempts, this could completely break the security of the QKD implementation.
Side channels are also a threat on the receiver side: if the detection efficiencies depend on the timing of the photons [6] , [7] , an eavesdropper might manipulate light propagation such that only one detector can register the photons. If the detection time is later publicly revealed during the protocol, the measurement result is known to the eavesdropper, without having caused a disturbance in the qubit degree of freedom. Other side channels might arise from disturbances due to daylight operation [8] , [9] .
The E91 QKD protocol [10] , [11] is not affected by such side channels as the integrity of the source and quantum channel is verified during the protocol by a Bell test. However, the protocol is vulnerable to flaws in the receiver setups, where sensitive single-photon detectors are required. An eavesdropper can exploit the behavior of the detectors' electronic circuitry to fake a violation of Bell's inequality [12] in an E91 implementation or hide any disturbances caused by him [13] - [15] in BB84 systems.
Imperfections in the sender or receiver implementation are no security risk in device independent QKD protocols [16] , however they require very high detection efficiencies and so far no experimental demonstration has been achieved.
Here, we analyze side channels in setups for sending and receiving QKD signals over a free-space link, where compared to fiber links, an additional degree of freedom is relevant: The photon's spatial mode.
II. QKD SENDER SETUP AND SECURITY
The security of a free-space QKD sender setup used for links over 500 m as well as for the record long inter-island link over 144 km [17] was analyzed previously [18] . This sender, which was designed for the BB84 [4] and decoy state protocols [19] , employed eight separate laser diodes to generate four polarization states at two different intensity levels. Compared to using a single laser diode and electro-optical modulators to set polarization and intensity, this might create a side channel if the pulses from the different laser diodes can be distinguished by their spectral or temporal characteristics.
The effect of such source imperfections is analyzed in [5] and even a simple example shows how critical they can be in systems with high channel attenuation: If, e.g., the transmission is lower than 1% (20 dB attenuation) and if only 1% of the sent pulses can be projected to distinct modes in other degrees of freedom correlated with the polarization, an eavesdropper could gain full information.
In the system analyzed, here, the spectral overlap of the emitted pulses was controlled by selecting laser diodes with well matched spectra and by using a narrow interference filter at the output [18] , [20] . The temporal shape of the pulses and their timing relative to the system's clock was determined by the driving electronics. By using finely adjustable delay elements in the circuit of each laser diode, the temporal pulse shape can be set and brought to near perfect overlap.
While spectral and temporal distinguishability are also a concern in fiber based systems, a free-space system must also consider the spatial mode of the emitted pulses. The output modes of the laser diodes are elliptically shaped and oriented along the polarization axis. Thus, spatial filtering was required to make them overlap well, which was achieved by a short piece of single mode fiber. While it requires quite some effort to efficiently couple eight diodes into one fiber, fortunately not much efficiency was necessary for the setup. Since the bright laser pulses had to be attenuated to the single photon level at the output, most of this attenuation could happen in a relatively simple coupling scheme. One drawback of this filtering solution was the fiber's birefringence. It strongly changed with temperature and rotated the prepared polarization states. Measurements showed that a 20
• C temperature change would cause a 10 % quantum bit error ratio in one basis [20] . Thus, an active temperature stabilization of the fiber was necessary, resulting in a bulky setup, which was not suitable for integration in smaller devices.
More recently, a new method for overlapping the spatial modes of several laser diodes was designed [21] , which utilizes a waveguide circuit in a glass substrate manufactured by femtosecond laser pulses [22] , [23] . This circuit consists of three non-polarizing beamsplitters, which overlap the pulses of four laser diodes into a single spatial mode. By mounting a laser diode array closely to the glass chip, the optical part of a QKD sender system can be miniaturized to a degree, where it is suitable for integration even in handheld devices, but also offers now significantly more compact and robust add-ons for long distance QKD systems compared to previous systems [17] , [18] , [24] .
III. QKD RECEIVER SETUP AND SECURITY
Similar to the sender side, where emitted photons must not be distinguishable by a degree of freedom other than their polarization, the detection efficiencies on the receiver side must be distinguished only by the polarization of the light signals.
Since any practical free-space QKD system will use a narrow spectral filter on the receiver side to suppress stray light, one can assume that the detection efficiency is practically constant for all wavelengths that pass the filter. A dependence on the temporal domain is mainly an issue for systems that use gated detectors. This was already exploited to demonstrate an attack on a real QKD system [7] , but potential counter measures have been found since then [25] .
Any efficiency mismatch can be employed by an eavesdropper, and thus, can be related to an information leakage reducing the key rate. Yet, it was shown that even with a mismatch of the detection efficiencies a secure key can be generated [26] . For the secure key rate R X (R Z ) in the X-basis (Z-basis) follows
where h(x) is the entropy function [27] , E X (E Z ) is the qubit error ratio in the X-basis (Z-basis), and η X (η Z ) is the detection efficiency mismatch in the X-basis (Z-basis). It is defined as
where η X 0 (t), (η Z 0 (t)), and η X 1 (t) (η Z 1 (t)) are the detection efficiencies of the two detectors in the X-basis (Z-basis) depending on all possible degrees of freedom subsumed in the parameter t.
In the following, we want to focus on detection efficiency mismatch for the spatial degree of freedom, by characterizing a QKD receiver module used in a previous single photon QKD experiment [28] .
A. Setup
The receiver module used four detectors to measure in the linear polarizations H/V and ±45
• (see Fig. 1 ). Incoming photons first passed a non-polarizing 50:50 beamsplitter, which was used to randomly choose the measurement basis. Photons reflected at this first beamsplitter were analyzed in the H-Vbasis via a polarizing beamsplitter. Photons not reflected were measured in the ±45
• -basis by a combination of a half wave plate oriented at 22.5
• and a polarizing beamsplitter. In this way, the light was split into four separate beams (one for each polarization), which were then coupled into multi-mode fibers (core diameter = 65 μm, NA = 0.275).
To guarantee stability the receiver module was built on a milled aluminum block with fixed holders for the three beamsplitters. The four fiber couplers were mounted in adjustable mirror holders which offered two angular degrees of freedom for alignment. Due to the construction, the optical path length to two fiber couplers (V, +45
• output) was 32 mm longer than to the other two. As discussed previously [29] , this path difference can cause an efficiency mismatch: an incoming beam with a large angle might completely miss the detector, which is further away, but still partially hit the closer detector.
B. Initial Measurement
To analyze the dependence of the detection efficiency on the direction of the incoming mode, a collimated laser beam (φ = 1 mm, λ = 850 nm) with circular polarization was used. Ideally, all four detectors should register the same intensity, independent of the angle of the input beam. Fig. 2 shows the detected intensities for varying vertical and horizontal angles (θ and φ, respectively) of the input beam. While all four channels showed the same detection efficiency over a range of ≈ 2 mrad [see Fig. 2(a) and (b) ], there were large differences in the detection efficiencies at the border of this range, which is clearly seen in the ratios of the efficiencies in both bases [see Fig. 2(c)  and (d)] .
The smallest ratio of ≈ 1/4 was found at an angle of φ = −6 mrad on the horizontal axis. According to (2) , it determines the system's detection efficiency mismatch η Z η X 1/4. Using this value in (1), a secure key could only be generated for a qubit error ratio of E ≤ 2 %.
2 This was clearly not sufficient and spatial filtering was required.
C. Spatial Filtering
Implementing a spatial filter as shown in Fig. 3 restricted the angle of the input beam to 2 mrad. Analysis of the coupling to the four detectors then showed a much better match of the detection efficiencies (see Fig. 4 ). However, some differences remained resulting in a detection efficiency mismatch of η X = 0.84 and η Z = 0.73. From (1), it follows that a secure key can be obtained for a qubit error ratio of up to 8.7%, which is now much easier achievable. However, already at a moderate error ratio of 3%, the secure key rate is reduced by 26% compared to the case with no detection efficiency mismatch (η X = η Z = 1).
It is expected that the remaining detection efficiency mismatch can be further reduced by matching the optical path lengths in the receiver module and with a better alignment of the four fiber couplers onto the optical axis. In the current design, this was not perfectly possible since the beamsplitters were mounted in a fixed position, and the fiber couplers were mounted in mirror holders which only offered two degrees of freedom.
IV. OUTLOOK
These measurements showed a dependency of the detection efficiency on the angle of the incoming beam in two axes. Yet, an eavesdropper is not restricted to simply changing this angle, but could shape the beam into an arbitrary spatial phase and intensity distribution.
Then, there might be, e.g., two separate spatial modes, which experience a different phase shift in the receiver. Depending on the mode coupled to the detectors, destructive interference in the fiber couplers can reduce the corresponding channels measurement efficiency to zero. This would allow an eavesdropper to perform an undetectable intercept and resend attack similar to [14] .
A possible solution would be a true single mode filter at the input. Due to atmospheric disturbances during a free-space transmission, it is of course very challenging to couple the received light into a single mode, but this can be overcome using adaptive optics [30] . Alternatively, but equally challenging, the detection efficiencies have to be matched for all spatial modes coupled to the detectors.
The advantage an eavesdropper gains from an detection efficiency mismatch can also be removed by randomly assigning each detector to a bit value for every received light pulse [26] . However, this requires an active phase modulator in the receiver setup, making it vulnerable to trojan-horse attacks [31] that read out the modulator setting.
Another way to avoid security problems due to receiver side channels and detector vulnerabilities is the recently developed measurement device independent QKD protocol [32] , where both parties only have setups for sending photons, and the receiver setup can be under the full control of an untrusted third party. While this protocol was already demonstrated in fiber based systems [33] , a free-space implementation would be challenging, since the photons from both senders have to be overlapped on a beamsplitter in all degrees of freedom. Matching two spatial modes after a free-space transmission is as challenging as single mode filtering.
V. CONCLUSION
Compared to fiber based systems, a security analysis of a freespace QKD system has to take the light beam's spatial degree of freedom into account. If it correlates with the sent polarization or influences the detection efficiencies, a side channel is created, which compromises a systems security. On the sender side, spatial indistinguishability can be ensured for multi-laser diode sources by single mode filtering at the output [18] . For a multidetector receiver, spatial filtering helps to reduce the detection efficiency mismatch for varying input beam directions as shown here.
Yet, for security against even more powerful attacks, an advanced receiver design has to reduce any detection efficiency mismatch in order to avoid any additional filtering and the associated losses. This will enable future free-space applications with high link attenuation like global links via QKD to satellites [34] , [35] or flying platforms [24] .
